
1 
 

BACKGROUND 
 
Fraudulent Use of Patient Data  
 
During our ongoing investigation into ReMy Health, we uncovered evidence that showed the 
fraud in connection with ReMy Health’s requests for patient data was not limited to patient 
medication history information. The evidence shows that the fraud extended to tens of 
thousands of requests for patient health insurance and prescription price information, which 
ReMy Health provided to websites that market specific medications to consumers. 
 
At least some of ReMy Health’s requests for patient health information included National 
Provider Identifier (NPI) numbers for physicians who had no relationship to the patient. NPIs are 
unique identification numbers issued to physicians, pharmacies, and other health care providers 
that that allow networks such as us and providers receiving requests for protected health 
information to know who is asking for the sensitive health information.  
 
Based on the facts as we know them today, this was not a HIPAA violation, and there was no 
harm to patients. The volume of ReMy Health’s activity on the network was very small, but 
fraudulent behavior of any kind cannot be tolerated. 
 
These actions effectively concealed who was requesting the sensitive patient information, using 
this approach to: 
 

1. Route patient health insurance information to websites that market specific medications 
to consumers in violation of its contractual obligations to Surescripts. ReMy Health 
provided patient insurance information as well as patient-specific out-of-pocket 
prescription prices. We have no indication that the pharmaceutical companies knew that 
access to this information was not permitted under Surescripts’ contracts with ReMy 
Health. 
 

2. Provide one or more of its customers access to patient medication history data in 
violation of its contractual obligations to Surescripts.  

 
Surescripts Response 
 
We determined that ReMy Health or one of its customers obtained patient medication history in 
violation of its contractual obligations to Surescripts. When we discovered this activity, we 
immediately suspended ReMy Health from our network and provided them a 30-day period to 
address the situation.  
 
Despite our good faith effort to work with ReMy Health to rectify this situation, ReMy Health has 
not denied the fraudulent behavior nor taken any action to address the fraud. As a result, 
Surescripts fully terminated its contract with ReMy Health, a step taken to protect the network. 
 
We take our responsibility to securely transmit sensitive health information seriously. The fraud 
in connection with ReMy Health’s requests shows they cannot be a trusted partner. The steps 
we have taken, including termination of our contract with ReMy Health, are necessary to 
maintain the integrity of the Surescripts network. 
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Maintaining a Trusted Health Information Network 
 
Trust is the cornerstone of the Surescripts network, and we take our responsibility for 
transmitting sensitive patient health information very seriously. We are committed to operating a 
network that is secure, private and will only be used for the purpose of delivering care. 
 
Our priority is to make sure we securely transmit sensitive, personal health information among 
providers in a way that protects patient privacy.  
 
Surescripts has multiple overlapping safeguards to defend against many different types of 
threats. The Surescripts Network Alliance is governed by thousands of contractual chains of 
trust and governance, certification and implementation requirements, ongoing compliance and 
enforcement activities and continued flexibility and responsiveness to industry needs.  
 
Our efforts to safeguard the network are focused on who has access to patient information, how 
they gained access to it, and what they’re doing with it.  
 
Read here for additional details about our multi-layered defense of the Surescripts network. 
 

https://surescripts.com/trust/

